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Abstract - Wircless Sensor Networks (WSN) are used 1n a extensively large number of applications. Based on the advanced
development of sensors nodes, routing of data becomes an mtcresting concept in WSN. Many routing protocols were designed
by rescarchers all over the world concerning about battery power, sensing data, networking lifetime and transmitting data cte.
This paper concentrates on routing the data i an mtelligent manner than the cxisting routing protocols. Aggregating the data
with the help of clusters from the ncarby nodes and the cluster heads arc respoasible to send the collected data to one or more
Sink Node{SN) that request for data. This paper ponders on clustering with neurons in the cluster heads and thercby gathers
the needed and correctly sensed information very faster based on fuzzy inference system. Neuron i the form of cluster heads
gathers and remembers the data. With the help of NS2 simulator this algorithm is very clear that it surpasses the other routing

protocols m an abundant number of ways.

Keywords : Neurons, Clustering, cluster head, SN, Routing, Encrgy efficient, Fuzzy.

I.  INTRODUCTION

WSN is an interconnection of stumpy encrgy devices
called sensor nodes that are distnbuted to capture
eavironment modes, like movements, trembling, high
temperature, volumes, or density and send the grouped
data packets to the SN in the Network (A1 Saleh et
al 2017).  Autonomy, Reliability, Robustness and
Flexibility are the requirements needed to monitor an
cavironment.(Chahat Aggarwal et. Al 2018).  Individual
sensor nodes assemble the data from the atmosphere and
handover it to the Cluster heads, SN gathers cluster heads
information and docs all types of data processing and
computational activitics. WSN nodes may be assumed to
be static or dynamic according to the situations. Each
node communicates with cach neighbour node through the
clusters heads. The cluster heads forms an mtcrconnection
with themsclves to work properly cven though a cluster
head fails to send data or it may suffer from other
emvironmental problems. Wircless Sensor nodes (cach
node) have a  builtin  device kmownm as
concentrator(forwards the data broadcast signals), so the
nodes are capable of routing data packets independently all
over the network rendering to a predefined sending process
(Abreu ctal,, 2014), Sensor nodes lose their battery power
due to the digital processing and transmission of data. So

Cluster member, Dead Node and isolated node.[ Manju
Bhardway |

As sensor nodes consume more power, many efficient
routing protocols are necessary to be developed for
reducing power consumption and prolong the lifespan of
the system. An intellectual routing protocol is introduced
in this research in order to route the data efficiemtly and
accurately, In this paper we have proved by using the NS2
simulator that this neuro-fuzzy based routing protocol
outperforms the other protocols used in Sensor Networks,
The throughput is cakulated for differemt network
parameters wsing the NS2.

1. BACKGROUND

The WSN encompasses constituents such as sensor nodes
and these nodes are connected 1o a cluster head. Various
cluster heads gathers the data and comnects with SN 1o
transmit the congregated data. The topology of the network
may change regularly that indicates the self-regulating
protected routing dats. Hence, the dircction-finding
information must be refreshed at every time to direct the
data to SN, Based on the onginal application of the sensor
nodes, data may be transported from scnsors to SN by
using four different techniques. They can be classified as;
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ABSTRACT

Mobile Ad hoc Networks (MANETS) are vulnerable to various kinds of threats due to their dynamic nature and
lack of a central point of control. Intrusion Detection System (IDS) which can act in collaboration with other 1DS nodes in
the nertwork is getting populanty due to its faster adaptability to the changes in the behavior of network traffic. A
standalone node in MANET will feel very difficult to set any predefined rule for identifying correctly attack traffic since
there is no major difference between normal and attack traffic. Hence, in this paper we have proposed an intelligemt
collaborative model based on data mining for intrusion traffic detection system that can detect stacks. Here we find and
deploy friendly nodes in the network that continuously monitors the behavior of other nodes to find nodes or set of nodes
exhibiting anomalous behavior. NS-2 simulations were carried out to anlyze the performance of the proposed system. We
evaluated the performance of our proposed collaborative IDS scheme with various other existing IDS models. The results
clearly showed that the proposed intrusion detection system considerably reduces the false positive rate. thereby proving

that the proposed techaique is capable of identifying anomalies in network better than other existing system,

Keyword: MANET, anomaly detection. data mining, IDS. collaborstive IDS.

INTRODUCTION

With the rapid development of technology.
wireless communication networks have appeared in many
forms, Mobile Ad hoc Networks (MANETS) have self-

ion and self-maintenance capabilities (Nekovee
ct. al, 2010). In MANETs, cach node works as a router
and can communicate with other nodes directly or
indirectly with the help of its neighbors. MANETS can be
deployed in disaster areas to collect critical information, in
battlefields to allow for communication among soldiers,
and in hazardous areas in the form of sensor networks.
Due to the lack of a central point of coatrol, it is more
likely that malicious nodes can join the network amd
launch various types of attacks (Muhammad Imran er al,
2014, Hamed Janzadeh et al.. 2009, Humaira Ehsan et al.,
2012), An attack can be launched by a single node or
multiple nodes in a cooperative manner. The attacker node
can be external (node outside the network) or imternal
(compromised node inside the network), with the internal
attackers being the more dangerous and difficult to detect
of the two. In some attacks, multiple attackers synchronize
their actions 10 disrupt a target network,

According to Ghosh ef al. 1998, Vigma and
Kemmerer, 1998, intrusion detection systems have been
widely implemented in many networks aiming to defend
against a varicty of attacks. IDS have already become an
cssential component for current defense infrastructure

distnbuted analysis components mine the gathered data to
wdentify attacks. Resulting alerts are correlated among
multiple monitors in order to create a holistic view of the
network monitored.

Motivated by this, collaborative intrusion
detection systems have been developed. with the purpose
of strengthening a single 1DS by collecting knowledge and
learning experience from other IDS nodes. According to
(Wu et al. 2003), collsborative IDS is expected to
enhance the overall detection accuracy of intrusion
assessment and will also improve the possibility of
identifying novel attacks. Hence, the main objective of this
paper is to design a robust collsborative intrusion
detection  system that can effectively cvaluate the
trustworthiness of each node within the network and
identify the intrusions in the network.

The collaborative IDS pproposed in this paper
uses data mining techniques for detecting attacks. Here we
select and deploy friendly IDS nodes based on their trust,
that continuously monitor the behavior of other nodes in
the network for any intrusions. The proposed IDS was
evaluated using NS-2 ssimulations which showed that the
proposed system considerably reduced the false positive
rate compared to other existing IDS, thereby proving that
it is better than other existing system.
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